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Human Resources

BID Services/DCC Staff and Volunteer Privacy Policy (Internal)

About this policy 

Here, at BID Services, we take your privacy seriously. We promise to respect any personal data you share with us and keep it safe.
This policy explains who we are, what information we collect, how and why we use it, how it is stored, how we fundraise, which partners we work with, and your rights regarding any information you share with us.
We will use any personal information we collect about you in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, the Data (Use and Access) Act, and the Privacy and Electronic Communications Regulations. We aim to be clear when we handle your data, and not do anything you wouldn’t reasonably expect.
By visiting https://www.bid.org.uk you are accepting and consenting to the practices described in this policy. 
This privacy policy outlines how we process data for our: 

· Staff (permanent, temporary, and casual)

· Volunteers and Work Experience/ Placement 

· Board of Trustees 

Please read this information carefully, as by providing your data to us you acknowledge you have read this policy and understand we will process your data in accordance with its terms. 
Who we are 
BID Services is a private limited company limited by guarantee registered in England and Wales (CRN 03124204), and an independent charity registered in England and Wales (Number 1053184).
BID Services (ICO registration Z5971405) is the Data Controller for any personal information we process. 
For this policy “we”, “us”, “our” refer to BID Services and Deaf Cultural Centre Trading.

Contact us 

Questions, comments, and requests about this Privacy Policy are welcomed. 

Email us: dpo@bid.org.uk  

Write to us: Data Protection Office, BID Services, Deaf Cultural Centre, Ladywood Road, Birmingham, B16 8SZ

Data collection 

We may collect personal data:

· During the application and recruitment process

· If you visit our website or premises

· If you ask us to send you information or contact us with an enquiry or complaint

· If you complete a staff survey or questionnaire

Staff 

We may collect or store the following information about you during and after our working relationship with you:-
· Title, first name and last name 

· Contact details including postal address, email address, and telephone number(s) 

· First name, last name, email address, and contact telephone number(s) for emergency contact/next of kin

· Date of birth 

· Gender

· Nationality and place of birth

· Marital status

· Recruitment information (including copies of right to work documentation, references, and other information included in a CV or cover letter as part of the application process)

· Offer letters, contracts of employment, written statements of terms and conditions

· Start date and, if different, the date of your continuous employment

· Location of employment/workplace 

· Employment records (including employment history, working hours, holidays, training records, professional memberships, and evidence of skills and qualifications)

· Maternity, paternity, adoption, and parental leave information

· Education history

· Passport information and visa status 

· Driver’s license 

· Insurance certificates 

· Job title, salary, annual leave, pension, and benefits information 

· Leaving date and your reason for leaving 

· Supervision/DREAM and performance information 

· Disciplinary and grievance information

· Redundancy information 

· National Insurance Number

· Bank account details, payroll records, and tax status information

· Image and likeness (as captured on our CCTV cameras, and in photographs and videos we may use for promotional purposes) 

· Location data from staff access cards

· Health and safety records e.g., risk assessments, incident reports, accident/injury reports

· Any other information you provide to us by email, letter, telephone, social media, via our website, or in person 

Sensitive Information 

We collect Equality, Diversity, and Inclusion (EDI) data to help us understand how well we are fostering a diverse and inclusive workplace. This is important for identifying areas for improvement, ensuring fairness, and creating an environment where everyone feels valued. We also use anonymous, aggregated EDI data to report to our funders.
Some of the information we collect is considered "special category" data, which is more sensitive and requires higher levels of protection. We have strict safeguards in place to ensure this data is managed responsibly. We only process this type of information in limited circumstances, such as:
· With your explicit written consent.

· To meet legal obligations or exercise rights connected to employment.

· For equal opportunities monitoring in the public interest.

In rare cases, we may process this information in relation to legal claims, to protect vital interests if you are unable to give consent, or if you have already made the information public.
We collect the following types of data:

· Ethnicity

· Sexual orientation

· Religious or philosophical beliefs 

· Trade Union membership

· Health data including any disability/access need, or medical condition, health and sickness records

We may collect and use information about criminal convictions where it’s relevant to the role, either during recruitment or while you’re working with us.

Data from third parties 

We may also obtain or collect personal information about you from other third-party sources, for example:

· If we seek references for employment or background checks.

· If we use an employment agency.

· If we engage an external photographer or videographer to capture events. 

· Publicly available online information, such as information found in places such as Companies House, your biography on your work website, or information that has been 

Volunteers and Work Experience/Placement 

We may collect or store the following information from you when you volunteer or do work experience/placement with us.

· Title, first name, and last name 

· Contact details including postal address, email address, and telephone number(s) 

· First name, last name, email address, and contact telephone number(s) for emergency contact/next of kin

· School/college/university name 

· Date of birth

· Gender

· Image and likeness as captured on our CCTV cameras 

· Location data from staff access cards

· Any other information you provide to us by email, letter, telephone, social media, via our website, or in person 

Sensitive Information 

We collect Equality, Diversity, and Inclusion (EDI) data to help us understand how well we are fostering a diverse and inclusive workplace. This is important for identifying areas for improvement, ensuring fairness, and creating an environment where everyone feels valued. We also use anonymous, aggregated EDI data to report to our funders.
Some of the information we collect is considered "special category" data, which is more sensitive and requires higher levels of protection. We have strict safeguards in place to ensure this data is managed responsibly. We only process this type of information in limited circumstances, such as:
· With your explicit written consent.

· To meet legal obligations or exercise rights connected to your engagement with us.

· For equal opportunities monitoring in the public interest.

In rare cases, we may process this information in relation to legal claims, to protect vital interests if you are unable to give consent, or if you have already made the information public.
We collect the following types of data:

· Ethnicity

· Sexual orientation

· Religious or philosophical beliefs 

· Trade Union membership

· Health data including any disability/access need, or medical condition, health and sickness records

We may collect and use information about criminal convictions where it’s relevant to the role, either during recruitment or while you’re working with us.

Data from third parties 

We may also obtain or collect personal information about you from other third-party sources, for example: 

· Referees may provide information to us about your experience and competence. 

Board of Trustees

We may collect or store the following information from you when you sit on our Board of Trustees. 

· Title, first name and last name 

· Contact details including home and work postal address, email address, and telephone number(s) 

· First name and last name of partner/spouse and/or children 

· Other organisations with whom you are associated with and other professional information 

· First name, last name, email address, and contact telephone number(s) for emergency contact/next of kin

· Date of birth 

· Gender

· Start date, leaving date, and your reason for leaving the post 

· Location data from staff access cards

· Image and likeness (as captured on our CCTV cameras, and in photographs and videos we may use for promotional purposes) 

· Any other information you provide to us by email, letter, telephone, social media, via our website, or in person 

Sensitive information 

We collect Equality, Diversity, and Inclusion (EDI) data to help us understand how well we are fostering a diverse and inclusive workplace. This is important for identifying areas for improvement, ensuring fairness, and creating an environment where everyone feels valued. We also use anonymous, aggregated EDI data to report to our funders.
Some of the information we collect is considered "special category" data, which is more sensitive and requires higher levels of protection. We have strict safeguards in place to ensure this data is managed responsibly. We only process this type of information in limited circumstances, such as:
· With your explicit written consent.

· To meet legal obligations or exercise rights connected to your engagement with us.

· For equal opportunities monitoring in the public interest.

In rare cases, we may process this information in relation to legal claims, to protect vital interests if you are unable to give consent, or if you have already made the information public.

We collect the following types of data:
· Ethnicity

· Sexual orientation

· Religious or philosophical beliefs 

· Trade Union membership

· Health data including any disability/access need, or medical condition, health and sickness records

We may collect and use information about criminal convictions where it’s relevant to the role, either during recruitment or while you’re working with us.

Data from third parties 

We may also obtain or collect personal information about you from other third-party sources, for example: 
· Recommendations from other organisations/clients. 

· If we engage an external photographer or videographer to capture events. 

· Publicly available online information, such as information found in places such as Companies House, your biography on your website, or information that has been published in articles/ newspapers. 

Use of data 
We will use your information for the purposes listed below under one of the following lawful bases: 
· Performance of a contract between us and you 

· Your consent (where we need it) 

· To comply with a legal obligation 

· Our legitimate interests (except where such interests are overridden by the interests, rights, or freedoms of the individual) 

 We use your data to:

Staff

	Process your application and communicate with you about the selection and interview process
	Consent

	Seek references for employment
	Legitimate interests 

	Keep interview notes for future reference
	Legitimate interests 

	Check you are legally entitled to work in the UK
	Legal obligation 

	Keep a record of your employment contract
	Performance of a contract 

	Share your name and job title/position on our website 
	Legitimate interests 

	Ensure we cater for any specific needs you may have such as access need, or allergy/dietary requirements 
	Legitimate interests 

 

	Assess your fitness to work and keep a record of fit notes
	Legal obligation

	Make reasonable adjustments as needed
	Legal obligation

	Pay you and deduct tax and National Insurance contributions
	Performance of a contract 

	Provide benefits to you such as annual leave
	Performance of a contract 

	Enrol you in a pension arrangement in accordance with our statutory automatic enrolment duties
	Legal obligation 

	Liaise with the trustees or managers of a pension arrangement operated by your pension provider and any other provider of employee benefits
	Performance of a contract

	Conduct staff appraisals, manage performance, and determine performance requirements
	Performance of a contract



	Manage your sickness absence
	Performance of a contract

	Process sickness self-certification forms
	Legal obligation

	Manage family leave including adoption, maternity, paternity, and parental
	Legal obligation 

	Make decisions about flexible working requests
	Legitimate interests 

	Manage other types of leave e.g., bereavement leave
	Consent

	Gather evidence for possible grievance or disciplinary hearings or whistleblowing investigations.
	Performance of a contract 

	Manage training and development opportunities
	Legitimate interests 

	Manage incoming and outgoing post and deliveries on behalf of BID Services and its employees
	Legitimate interests 

	Record any statutory training received
	Legal obligation 

	Share shift opportunities
	Legitimate interests 

	Deal with legal disputes involving you including accidents at work and personal injury claims
	Legal obligation 

	Make arrangements for the termination of our working relationship
	Legitimate interests 

	Ensure compliance with policies, procedures, and laws 
	Legal obligation

	Prevent fraud
	Legitimate interests 

	Monitor your use of our information and communication systems to ensure compliance with our IT policies
	Legitimate interests 

	Conduct data analytics studies to review and better understand employee retention and attrition rates
	Legitimate interests 

	Maintain the security of property and individuals using CCTV footage 
	Legitimate interests 

 

	Monitor equal opportunities
	Legal obligation 


Volunteers and Work Experience/Placement 

We use the information we hold to: 

	Process your application and communicate with you about the selection and interview process 
	Consent 

	Administering the agreement we have entered with you.
 
	Consent 

	Ensure we cater for any specific needs you may have such as access need, or allergy/dietary requirements 
	Legitimate interests 

 

	Ensure compliance with policies, procedures, and laws 
	Legal obligation

	Prevent fraud
	Legitimate interests 

	Monitor your use of our information and communication systems to ensure compliance with our IT policies
	Legitimate interests 

	Maintain the security of property and individuals using CCTV footage 
	Legitimate interests 

 

	Monitor equal opportunities
	Legal obligation


Board of Trustees

We use the information we hold to: 

	Process your application and communicate with you about the selection and interview process 
	Consent 

	Administer the agreement we have entered with you.
 
	Consent 

	Document any conflict of interests
	Legal obligation

	Facilitate, record, and share the outcomes of Board and Trust meetings
	Legal obligation

	Maintain a record of current and former Board and Trust members
	Consent 

	Keep members up to date with BID Services news
	Consent

	Ensure we cater for any specific needs you may have such as access need, or allergy/dietary requirements 
	Legitimate interests 

 

	Share your name and job title/position on our website 
	Legitimate interests 

	Ensure compliance with policies, procedures, and laws 
	Legal obligation

	Prevent fraud
	Legitimate interests 

	Monitor your use of our information and communication systems to ensure compliance with our IT policies
	Legitimate interests 

	Maintain the security of property and individuals using CCTV footage 
	Legitimate interests 

 

	Monitor equal opportunities
	Legal obligation


Sharing your data with third parties 

We will never share your personal information without your consent unless:

· we’re required or allowed to by law

· we need to work with trusted service providers (called ‘data processors’) to deliver what you’ve asked for

· we’re supporting research and analysis for BID Service

If we do share your information, we’ll make sure it’s handled securely and only used for the purposes we’ve agreed. The third parties we share data with include:
	Type of Organisation
	Purpose of Sharing
	Lawful Basis 

	Local authority (e.g. council)
	Coordinating services, accessing baseline agreements, and fulfilling statutory duties
	Performance of a contract; Legal obligation

	Financial service providers 
	Managing levy invoicing, payments, and financial reporting
	Performance of a contract

	Occupational Health provider
	Supporting an employee or volunteer’s health, safety, and ability to carry out their role
	Legitimate interests 

	Event contractors and delivery partners
	Managing bookings, logistics, and safety for BID-led events
	Performance of a contract;

Legitimate interests



	Third-party processors providing services to us e.g., pension provider
	To provide employment-related services such as payroll, pensions, or benefits, background checks etc.
	Performance of a contract

	Funders or grant bodies
	Reporting on BID performance, outcomes, and community impact
	Performance of a contract;

Legitimate interests 

	Neighbouring partners or business networks
	Joint initiatives, benchmarking, or collaborative projects
	Legitimate interests

	Police or public safety bodies
	Supporting crime prevention, incident response, or safeguarding
	Legitimate interests

	Companies House, Charity Commission, our auditors and professional advisers, and other regulatory bodies
	Fulfilling statutory reporting duties, ensuring financial transparency, and meeting governance obligations
	Legal obligation 

	External advisors
	As part of the recruitment/interview process
	Legitimate interests 


Keeping your data secure 

We take every precaution to protect your personal data, and we hold regular security reviews to ensure that the website is safe and secure for your protection. 

Your data is processed in secure systems and digital environments. Only authorised and trained employees and approved contractors/developers are granted access to personally identifiable information. This will be from time to time, and only when they need to perform a specific job or task. 

If we need to share personal data with a third party, we ensure that the appropriate data sharing agreements are in place. 

Transferring information outside the UK

Sometimes, to provide our services, your personal information may be transferred to countries outside the UK. If this happens, we will:
· put proper data protection agreements in place

· take steps to make sure your rights and privacy are protected, just as they would be in the UK

For more details, please see the “Use of Data” section.

How long we keep your data

We keep your personal information for a maximum of seven years post-employment – whether that’s meet legal or financial requirements or keep proper records.

We have a Data Retention Policy that sets out how long we keep different types of personal information. You can request a copy from our Data Protection Officer – email dpo@bid.org.uk.

When deciding how long to keep information, we consider:
· what type of information it is and how sensitive it might be

· the risk of harm if it’s used or shared without permission

· why we collected it and whether we still need it

· any legal or regulatory rules we must follow

In some cases, we may anonymise your information so it can no longer be linked to you. We may use this anonymised data to help improve our services or for reporting, without needing to contact you again.
Your individual rights
Under data protection law, you have rights including:
 

· Your right of access: you have the right to ask us for copies of your personal information. 

· Your right to rectification: you have the right to ask us to rectify personal information you think is inaccurate. You also have the right to ask us to complete information you think is incomplete. 

· Your right to erasure: you have the right to ask us to erase your personal information in certain circumstances. 

· Your right to restriction of processing: you have the right to ask us to restrict the processing of your personal information in certain circumstances. 

· Your right to object to processing: you have the right to object to the processing of your personal information in certain circumstances. 

· Your right to data portability: you have the right to ask that we transfer the personal information you gave us to another organisation, or to you, in certain circumstances. 

· Your right related to automated decision-making including profiling: you have the right not to be subject to a decision based solely on automated processing, including profiling, which produces legal effects concerning you or similarly significantly affects you. 

Where you have provided your consent to the collection, processing, and transfer of your personal information for a specific purpose, you have the right to withdraw your consent for that specific processing at any time. To withdraw your consent, please contact dpo@bid.org.uk. Once we have received notification that you have withdrawn your consent, we will no longer process your information for the purpose or purposes you originally agreed to. 
How to make a complaint 

If you wish to make a complaint about how we are using your data, please email contact dpo@bid.org.uk. 

Where you take the view that your personal data is processed in a way that does not comply with the UK GDPR, you have a specific right to lodge a complaint with the Information Commissioner’s Office (ICO). They will then inform you of the progress and outcome of your complaint. 

ICO website: https://www.ico.org.uk
Change to this policy

We may change or update this Privacy Policy from time to time. Any significant changes will be communicated on our website or by contacting you directly.

This policy applies to all BID and DCC Staff
BID Services/DCC Staff and Volunteers Privacy Policy (Internal)
Last reviewed: Dec 2025   
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